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1 INTRODUCTION

This manual contains a step-by-step process of understanding how to login Parichay with different
authentication methods. User can follow the steps to understand all the authentication methods and
select the best option to secure their Parichay account.

This manual is an intuitive and helpful document for the user logging for the first time.

2 HOW TO LOGIN PARICHAY

2.1 PASSWORD-BASED AUTHENTICATION

Following are steps to login Parichay (https://parichay.nic.in) using password-based authentication
where user needs to:

Step 1: Enter their login credentials (Username and Password). Username should be in the format
of “userid@domainname” (Example: xxxxx@nic.in). Then, they need to provide the consent and
click “Next” button. [Refer fig. 1]
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Tip of the day

Keep changing your Password often and make them complex

?ARICH IN% : e

Single, Simplified, Sofe

i s
Please enter details to proceed Fardiay Auithentxato: @ . b ? £>

demo.user@nic.in

Parichay Authenticator should be downloaded only from authentic
platforms.

Extend ID Update Mobile &
(Retired Officers) Profile

B Password Less Authentication @

I® | consent to Parichay Terms Of Use.

Next

Forgot Password

Ministry of Electronics
Information Technology
Government of India

Fig. 1

**Please Note: After 3 unsuccessful username and password attempts, the user will be redirected
to the login with Captcha page.

>>Now, the user will be prompted to OTP verification Page.
Step 2: OTP Authentication on SMS and on Sandes:

Enter the 6-digit OTP received on the registered mobile no. and click Next to login. [Refer
Fig. 2]

National Informatics Centre Page | 4




?ARICHAY

Single, Simpified, Safe

OTP successfully sent to registered X
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Tip of the day

Keep changing your Password often and make them complex

?ARICHAY A

Single, Simplified, Safe

; i ok ,
OTP successfully sent to registered Mobile +91 3884 Parichay Authenticator @ . 3 ?&j

Parichay Authenticator should be downloaded only from authentic

platforms.
B show OTP Resend OTP

B Don't ask me again on this Device @ Extend ID Update Mobile &

(Retired Officers) Profile
Next E

Login as Different User

Fig. 2

**Please Note: After 3 unsuccessful OTP attempts, the user will be redirected to the login page
and resend OTP option will be disabled after 3 attempts.

>> Post-successful OTP based verification, user will be redirected to Parichay Dashboard. [Refer
Fig. 3]

?ARI_CHAY
Service Groups {
» Default J
» Andhra Pradesh Services | FEATURED SERVICES
» Application Security Division parichayAnalytics
» Application Security Group >
@lnalytics

ARPG Informatics Division

» Bhavishya parichayAnalytics of Parichay SSO.
» BhoomiRashi
l RECENTLY USED SERVICES
» BIEAP
x x x x x
» C| Division CollabFiles ATR GovDrive pratimaan Compliance
» Cas NlC

NIC | @ NIC
SERVICES SERVICES @ govDriv (NIC[@=3] SERVICES

CollabFiles Application ATR Application GovDrive pratimaan Application NIC-CERT Application

CDAC_M-SIPS_PORTAL

» CEMKochi

il L Meity O oureta

@gov.in & Cov

Copyright @2020 Designed and Maintained by National Informatics Centre

About Us | Application Policies | Terms & Conditions
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Fig. 3

2.2 PASSWORD-LESS AUTHENTICATION

Following are steps to login Parichay (https://parichay.nic.in) using password-less authentication
where user needs to:

Step 1: Enter either Email or Mobile Number and mark the checkboxes to enable Password-less
option and provide consent to Parichay Terms of Use. [Refer Fig. 4]
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2 | consent to Parichay Terms Of L

Next

Forgot Password

Ministry of Electronics
Information Technology
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Tip of the day

Keep changing your Password often and make them complex
and not guessable.

13

Parichay Authenticator should be downloaded only from authentic

platforms.

Extend ID Update Mobile &
(Retired Officers) Profile

Fig. 4

Step 2: Now, click the “Next” button to continue. [Refer Fig. 5]
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« Password Less Authentication @

v | consent to Parichay Terr

Next

Forgot Password

Ministry of Electronics
Information Technology
Government of India
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Keep changing your Password often and make them complex
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Fig. 5
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>> User will be redirected to OTP based verification Page.
Step 3: Enter the 6-digit OTP received on the registered mobile no. and click Next to login. [Refer
Fig. ]
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Mobile +91
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Keep changing your Password often and make them complex

?ARI CHAY = and not guessabe.
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i i Few— P
OTP successfully sent to registered Mobile +91 3884 Parichay Authenticator @ ' b ?& \

Parichay Authenticator should be downloaded only from authentic
platforms.

B show OTP Resend OTP

Extend ID Update Mobile &
(Retired Officers) Profile

Next
Login as Different User

Ministry of Electronics

Information Technology
Government of India

Fig. 6

>> Post-successful verification, user will be redirected to Parichay Dashboard. [Refer Fig. 7]

Service Groups ]
» Default J
» Andhra Pradesh Services | FEATURED SERVICES
» Application Security Division parichayAnalytics
» Application Security Group "

@lnalytics

» ARPG Informatics Division

» Bhavishya parichayAnalytics of Parichay SSO.

» BhoomiRashi
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» BIEAP
» C| Division CollabFiles o ATR % GovDrive o pratimaan % Compliance X
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Copyright @2020 Designed and Maintained by National Informatics Centre

About Us | Application Policies | Terms & Conditions
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3 MULTI-FACTOR AUTHENTICATION USING PARICHAY AUTHENTICATOR

Users can enable MFA by logging in to their Parichay Account using any of the two methods
mentioned above including the default OTP based verification and following the steps given-below
afterwards:

Step 1: Click on the top-right “button” to see the “Settings” option. [Refer fig. 8]

?ARlQ!:!f,\Y

Service Groups

» Default

I FEATURED SERVICES

» Aarogya Setu App
» AISCA

ssoanalyticsStag

» Andhra Pradesh Services

@nalytics
» Andhra Pradesh State Services
» AP Right off Way Parichay Analytics
» APEITA
| RECENTLY USED SERVICES
» APIT
,, Application Security Audit pratimaan % NictorageStag ivestagi x psTi x
Management System
' Rees NIC NIC
C F=E5
» Application Security Division m CERI cN’TO RAGE SERVICES SERVICES
» Application Security Group pratimaan Application NicStorage GovDrivestaging ServiceOps Ticketing Too

» apshcl

A;_Meitv

@govan

Copyright @2020 Desig
About Us | Ap

Fig. 8
Step 2: Click on the “Settings” option to proceed. [Refer fig. 9]
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Service Groups Akshay Dhama ‘
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» Default ————
% Aaiciys Set Abp I FEATURED SERVICES Settings |
———
O Logout

» AISCA ssoanalyticsStag
» Andhra Pradesh Services

?‘nulytm
» Andhra Pradesh State Services
» AP Right off Way Parichay Analytics
» APEITA

| RECENTLY USED SERVICES
» APIT
x . x - x , x

% Application Security Audit pratimaan NicStorageStag GovDriveStaging ServiceOpsTicketingTool

Management System
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» Application Security Group pratimaan Application NicStorage GovDriveStaging ServiceOps Ticketing Tool

» apshcl

R & Meity ' @govin 2 Bov

nal Informatics Centre

hitps//parichay.staging.nic.in/pnvl/assets/home? 89 p s s & Conditions

Fig. 9

Step 7: Click to switch the button from “OFF” to “ON’’ and enable the Multi-factor Authentication
in Account Settings tab. [Refer fig. 10]

» Account Settings | ACCOUNT SETTINGS
» Profile
ALERT & NOTIFICATIONS UPDATE PASSWORD
» Account Activity
New Login Device @ [ on ] Change Password @ 4
AUTHENTICATION Geo-Fencing
————

Multi-Factor @ & o | Manage geo-fencing settings @
——

2
5P

& Meity D) pesiiess @govn & v

Copyright ®2020 Designed and Maintained by National Informatics Centre

About Us | Application Policies | Terms & Conditions

Fig. 10

Step 8: Now, scan the QR using the Scanner feature of Parichay Authenticator app on your mobile.
[Refer fig. 11]
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Device Not Exist
Add Device @
Please set up and account in Parichay Authenticator app on your device. The account can be set up either by scanning the below QR Code or manually with the two-factor secret key.
User ID: off41.del.nkn | Auth key: QQ5NJ2ZH
Once you set up the account, enter the six digit verification code generated by the Parichay Authenticator app.
000000

|

Fig. 11

Step 9: Open the Parichay Authenticator application on your smartphone (Android/iOS). Slide
forward or click on the “Skip/Proceed” button. [Refer fig. 12]

g ?ARICHQ%& g ?ARICHﬁX;& g ?ARICHAY.&
ey
z
i e fory
a2 > ) Steps to Add Account

You can choose one of the following options

Parichay Authenticator Secured and Enhanced Features

Parichay Authenticator gives an easy, secure Tap Authentication

and reliable access to application by providing Authenticates user identity with a single tap

multi-factor authentication with an extra layer

of security. Token Authentication
Authenticates user identity with a soft token EeE
generated by the application and client device ':'Q nhl‘
simultaneously. é]" \ﬁi

Scan QR Code Enter Auth Key

& ® < [ ] @ < ] @® <

Fig. 12
Step 10: Click to choose the “Screen lock type” or “Skip” to continue. [Refer fig. 13]
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and secure
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| I

Fig. 13
Step 11: Click on the “Scan QR Code” Button. [Refer fig. 14]

11:12 AM | 0.2KB/s 2 2 alal @D

g ?ARICHAYW.“}

- Scan QR Code

-
I ‘E B Scan the QR Code displayed on the ]
— DTSN = = e e
Enter Auth Key
Enter the secret key sent by the web
application
[ ] @® <

Fig. 14
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Step 12: Scan the QR [Refer fig. 11] using the scan feature of Parichay Authenticator application.
[Refer fig. 15]

Parichay Authenticator App
Web Application

Fpr1
LEI'!%_I
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Now, the user will be able to see the token on Parichay Authenticator, use this to configure your

account. [Refer fig. 16]

13:02 B4 = L0 Tkl 226%

8 Daricrav.e

Delete Service

19796261 D it

| S, A

Token Timer:

Auth Key Tap to copy 30 secs
the Token
= Add New
r-"@":i/ Service

Fig. 16

Step 13: Enter the six-digit token number in the required field below the QR Code. [Refer Fig.

17]

Add Device @

Please set up and account in Parichay Authenticator app on your device. The account can be set up either by scanning the below QR Code or manually with the two-factor secret key.

Device Not Exist

User ID: off41.del.nkn | Auth key: 4INGNP6W

Once you set up the account, enter the six digit verification code generated by the Parichay Authenticator app.
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Now, the user has successfully configured their account with Parichay Authenticator for both tap
and token authentication.

o

Configured Device Details

'l Android CPH2487Build 2024-08-14 13:18:00 IST

Add Device ©

Fig. 18

4 MFA BASED AUTHENTICATION

Step 1: User can choose either password-based or password-less authentication in the first step of
login process:
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Please enter details to proceed

Please enter details to proceed
demo.user@nic.in

demo.user@nic.in/88x0000x683
v Password Less Authentication @

Password Less Authentication
» ° v | consent to Parichay Term

B | consent to Parichay Terms Of Use.

Next
Next

Forgot Password
Forgot Password

Ministry of Electronics

Ministry of Electronics TN 1P EsEuil on Technology
Information Technology mmmum o aw  National Government of India

Government of India 'c"é%??éa"cs

Fig. 19

>> The user will be prompted to MFA page.
Step 2: Now, choose any of the MFA options to continue. [Refer fig. 20]

National Informatics Centre
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Informatics
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Tip of the day

Keep changing your Password often and make them complex
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1 1 ’
e Sep et Parichay Authenticator @ ' b ?@)
Select one of the options and Click ‘Next'

Parichay Authenticator should be downloaded only from authentic

G OTP as SMS and on Sandes

platforms.

@+ Tap Authentication Extend ID Update Mobile &
(Retired Officers) Profile

¢4 Token Authentication

Next

Login as Different User

Ministry of Electronics o .aa qq;:,_niﬁ
Information Technology fnonal <
Government of India == Centre

Fig. 20
>> User can choose any of the MFA options and following will be the authentication scenarios:
Step 3.1: OTP as SMS and on Sandes

Enter the 6-digit OTP received on the registered mobile no. and click Next to login. [Refer
Fig. 21]
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Tip of the day

Keep changing your Password often and make them complex

?ARICHAY and not guesable.

Single, Simpllfied, Safe

; i ok P
OTP successfully sent to registered Mobile +91 3884 Parichay Authenticator @ . [) ?&>

Parichay Authenticator should be downloaded only from authentic
platforms.

B show OTP Resend OTP

B Don't ask me again on this Device @ Extend ID Update Mobile &

(Retired Officers) Profile
Next

Login as Different User

Ministry of Electronics
Information Technology
Govemment of India

Fig. 21

>> Post-successful verification, user will be redirected to Parichay Dashboard.

Step 3.2: Tap Authentication

a. User needs to choose the “Tap Authentication” and click “Next” to proceed. [Refer Fig.
22]

T

Ka
Amrit Mahotsav

?ARICHAY

Single, Simplfied. Sofe
Two Step Authentication
Select one of the options and Click ‘Next'

[‘J OTP as SMS and on Sandes

a' Tap Authentication

¢4 Token Authentication

Next

Login as Different User

Ministry of Electronics A TSR
Information Technology — *;"0"5".
lormatics
Government of India Ll

Fig. 22
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Now, User needs to check the pull notification for their Parichay Authenticator App.

b. Tap the “Accept” option to continue. [Refer Fig. 23]

)4 ?ARchﬁ?ﬁ!ﬁ

Parichay has generated
authentication request for the
off41.del.nkn

[ 45.118.159.111

(-j' Delhi,India

Aug 17,2024 13:41:55

Saturday

Fig. 23

>> Post-successful verification, user will be redirected to Parichay Dashboard.
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Step 3.3: Token based Authentication
a. Choose the “Token Authentication” and click “Next” to proceed. [Refer Fig. 22]
g «
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Tip of the day

Keep changing your Password often and make them complex

?ARICHAY
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S =
U e ) Parichay Authenticator @ . b ?ﬁ)
Select one of the options and Click 'Next'

Parichay Authenticator should be downloaded only from authentic
B OTP as SMS and on Sandes platforms.
B‘ Tap Authentication Extend ID Update Mobile &
(Retired Officers) Profile

dY4 Token Authentication

Next

L_gin as Different User

Ministry of Electronics FHaEdR
Information Technology 5
v Informatics
Government of India Centre

Fig. 22
Now, User needs to check the 6-digit “Token” for their Parichay Authenticator App.

b. Enter the “Token” in the required field to continue. [Refer Fig. 23]
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Two Step Authentication

Open the Two-Factor Authentication App on your device to view
your authentication code and verify your identity.

M Show OTP

Next

Login as Different User

Ministry of Electronics waEA

Information Technology. National

; i
Government of India it
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>> Post-successful verification, user will be redirected to Parichay Dashboard.

5 GEOFENCING

S)AR!C HAY

ingle, Simplified, Safe

User can manage geofencing for their Parichay Account accessibility via Parichay Authenticator

Application. Following is the step-wise procedure:

Step 1: Open the Parichay Authenticator application configured with Parichay Account and Click

the “Geofencing” icon to proceed. [Refer Fig. 24]

14:02 ® @ WA m Wla 221%
£ DaricHar.&
/O \ Paricha -
?.a ) crtr.daiain u
| I |
569111 @ : !

-1\

Fig. 24

Step 2: Click to switch the button and enable Geofencing Settings. [Refer Fig. 25]
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Fig. 25

Step 3: Now, click the “Manage” button to view the list of countries. [Refer Fig. 26]

1“2 e i Nl 222

¢ E%ricravd

Parichay

off41.del.nkn
G neir .
Globa Geo-Fencing

Fig. 26
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Step 4: Mark/unmark to choose the countries as per your requirements. [Refer Fig. 27]

14:15 BeRCtalo D18%

¢  8hricrave

Global Geo-Fencing

gi= Aland Islands

O

India

I
(<]

<]

B3 Afghanistan 1
M Albania

B Algeria

B American Samoa

I8 Andorra

B Angola

O 0o oo o

&b Anguilla

|H

Fig. 27

Step 5: Now, click the “Submit™ button and press back to view the applied changes. [Refer Fig.

10 @ @ @ Gl s20%
2 g?ARICHAY-‘

Parichay
off41 del.nkn

List of allowed countries
> India
[&] Afghanistan
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Fig. 28
6 TIMEOUT

The session expiration time may vary from service to service. After the service timeout, the user
will be redirected to the password page.

Step 1: Enter Password again
Step 2: User will be prompted for the two-step authentication in case of forced authentication
settings by the service.

7 HELP & SUPPORT

Click on the Menu button given over the login fields and then, choose “Register Complaint” to
register any complaint or
“FAQ” to see the frequently asked questions. [Refer Fig. 30]
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@ User Manual
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B Password Less Authentication @
B | consent to Parichay Terms Of Use
Next

Forgot Password

Ministry of Elec s
Information Technology.
[

Fig. 30
8 LOGIN VIA INTEGRATED SERVICE

For example: The user wants to login to Analytics (analytics.gov.in) service integrated using
service through service homepage. Following are the required steps:

Step 1: Visit the service URL (ex: https://analytics.gov.in) [Refer Fig. 31]

€ = C % analyticsgovin/#started * O &0

Clnalytics

About Us

Analytics helps organizations discover, interpret, and communicate with meaningful patterns in
data. It provides a competent platform and comprehensive services to audit account activities of
Parichay/Jan Parichay and the integrated services in real-time. The Robust Supervision, Pattern
Generation, and Extensive Security offered by Parichay Analytics help organizations in monitoring
and controlling the various user activities.

(T | i

Statistics Usages User Activities Service Enhancement Real-time Audit u

Fig. 31
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Step 2: Click the “Login with Parichay” option to continue.

% analytics.gov.in/#started iy O
creasing e Improves the application ssage p ping In Understana user benaviour unaerstana service usage Helps aiscover appiication
ate report analytics reporting and Scale your se nd handl with respect to your pattern and Invest bugs/error realtime.
makes it more precise 2 product/service. accordingly

Analytics Offered For Various Services

Insights Offered For Various Services

Fig. 32
>> User will be redirected to Parichay Login Page.

Step 3: Now, user can login either using the Password-based or Password-less authentication
procedures mentioned above. [Refer Fig. 33]
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Enter Password
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Profile
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Fig. 33
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